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ABSTRACT
Graphical password authentication schemes have gained attention as an alternative to

traditional text-based passwords due to their potential to enhance security and usability. However,
many existing graphical password schemes suffer from usability issues such as low memorability
and vulnerability to various attacks. In this paper, we propose a novel graphical password
authentication scheme designed to address these usability concerns while maintaining security. Our
scheme leverages both image recognition and user-generated patterns to create a multi-layered
authentication process. The first layer involves the selection of a memorable image from a set of pre-
defined categories, followed by the creation of a personalized pattern on top of the selected image.
We employ advanced image processing techniques to ensure robustness against shoulder surfing and
other attacks. Additionally, we conducted a usability evaluation study with a diverse group of
participants to assess the effectiveness of our proposed scheme. The results demonstrate significant
improvements in memorability and user satisfaction compared to existing graphical password
schemes. Overall, our scheme offers a promising solution for enhancing the usability of graphical

passwords without compromising security.

1 INTRODUCTION

In the digital age, authentication mechanisms play a pivotal role in safeguarding sensitive
information and ensuring the security of online accounts. Traditional text-based passwords have long
been the primary method for user authentication, but they often suffer from various limitations,
including susceptibility to brute-force attacks, low memorability, and vulnerability to phishing and
social engineering tactics. To address these shortcomings, researchers have explored alternative
authentication methods, among which graphical password schemes have emerged as promising
contenders.
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Literature Survey

Title: "PassShapes: A Graphical Password Scheme Based on User-Defined Shapes™

Author: P. C. van Oorschot, J. Thorpe

Description: This paper introduces PassShapes, a graphical password scheme that allows users to
create and remember passwords based on custom shapes drawn by the user. The scheme aims to
improve usability by leveraging users' visual memory and familiarity with shapes, while maintaining

security against various attacks.

3 IMPLEMENTATION STUDY
EXISTING SYSTEM:

Existing graphical password authentication systems vary in their approaches to balancing
usability and security. Some systems rely solely on images or patterns chosen by users, while others
incorporate additional factors such as knowledge-based authentication or persuasion techniques to
enhance security. However, many of these systems still face usability challenges and vulnerabilities

that can compromise their effectiveness.

Disadvantages:

Existing graphical password authentication systems, while offering alternative methods to
traditional text-based passwords, still exhibit several disadvantages that hinder their usability and

security.

Proposed System & alogirtham
Our proposed graphical password authentication scheme aims to address the existing limitations
of current systems by introducing a novel approach that combines image recognition and user-
generated patterns to enhance both usability and security.
4.1 Advantages:
The proposed novel graphical password authentication scheme presents several advantages,
primarily focused on enhancing usability and security in comparison to traditional text-based

password systems.
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IMPLEMENTATION

1.1. MODULES

Understanding the Scheme:
authentication scheme you want to implement. This involves studying the research paper or

documentation describing the scheme, understanding its principles, security measures, and usability

First, thoroughly understand the novel graphical password

improvements.
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Designing the System: Based on your understanding of the scheme, design the system architecture.
Determine the components, such as the user interface, backend server, database for storing user
information (if required), and any other necessary modules.

User Interface Design: Design an intuitive and user-friendly graphical user interface (GUI) for the
authentication process. The interface should allow users to easily select or interact with graphical
elements as part of the authentication process. Consider factors like simplicity, clarity, and

responsiveness.

5 RESULTS AND DISCUSSION

1.1. SCREEN SHOTS:
To run project first create database in MYSQL by copying content from DB.txt and paste in
MY SQL and then double click on ‘run.bat’ file to start python DJANGO server and get below output

BE¥ C\Windows\system32\crd.exe

1218

E Wl O Type here to search 4 , ol ks A @9 EW o, [

In above screen server started and now open browser and enter URL as

http://127.0.0.1:8000/index.html and press enter key to get below page



http://127.0.0.1:8000/index.html
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@ ANovel Graphical Password Aut X = =+ v = a X

<« C WA @ 127.0.0.1:8000/indexhtml 2 % @ » 08 9

IEEE Xplore Search... €3 UntitledS.ipynb - C...

O Type here to search

In above screen click on ‘New User Signup’ link to get below screen

@ Open X ; - =) X
T~ <« IrisAuthentication > testimages v o Search testimages pel o 2 @ & 0 8 Q
Organize v New folder S~ @™ @
A = ~
[ This PC | 4 B |
B 3D Objects g Scheme with Improved Usability
I Desktop % y
[ Documents 1.bmp 2bmp 4.bmp
3 Downloads P ftem type: 2 I
D Music
[&] Pictures
B Videos 6bmp Zbmp 8bmp
i Local Disk (C:) - ’
= Local Disk (E)) m ’
v : v
File name: [2.bmp V| [AnFites v

e

en
INCVWW oo Ul&ll“y ool

Username [kumar |
Password = |

Contact No [essog909s |

Email ID kumar@gmail.com |
Address [nyd |
Upload Iris No file chosen

Watermark M [ |

Register

o Type here to search g

In above screen entering signup data and then upload iris image and this image available inside

‘testimages’ folder and then click on ‘Open’ button to load image and get below output
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@ ANovel Graphical Password Aut X =+ voo— X

<« C VA ® 127.0.0.1:8000/Register.ntml o~ 2 % @ » 08 9

IEEE Xplore Search... €3 UntitledS.ipynb - C...

Username [kumar |

Password [senee |

Contact No {—|

Email ID [ il com |

Address [hyd |

Upload Iris 2.bmp

Watermark M [welcome to authentication| |
o Type here to search 0

In above screen in last field, I entered some watermark messages and then click on ‘Register’ button

to get below page

@ A Novel Graphical Password At X + v o— X
< C VA ® 127.0.0.1:8000/RegisterAction o Y @O 08 9

IEEE Xplore Search... €2 UntitledS.ipynb-C.. [I}

9: A Novel Graphical Password Authentication Scheme with Improved Usability

New User Signup Screen

Signup Process Completed

Username [aaa |

Password [e=e |

Contact No |:\

Email ID [ |
Address [ |
Upload Iris No file chosen

Watermark M [ |

Register

O Type here to search 0

In above screen signup details completed and now click on ‘User Login’ link to get below output
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@ Open % 2 _ 8 x
T <« IrisAuthentication > testimages v o Search testimages ye o © W @ & 0O 8 °
Organize v New folder S m @
23 - N
I This PC | 4 e |
¥ 3D Objects
[ Desktop hE y
& Documents dbmp Zbmp Somp Abmp Scheme with Improved Usability
$ Downloads 4 " S B “
B Music ‘
[&] Pictures ~—
B Videos 5bmp 6.bmp 7bmp 2bmp
i Local Disk (C:) :
= Local Disk (E:) m ’
v : v
File name: [2.omp o] [AnFies

M|
o

Username

Password [

Upload Iris Choose File | No file chosen

Watermark M:

o Type here to search

In above screen while login | am entering all login details correctly and uploading correct image also

as 2.bmp and then click on ‘Open’ and Login button to get below output

@ ANovel Graphical Password Autt X = =+ v = a X

< C WA ® 127.0.0.1:8000/UserLogin

IEEE Xplore Search... € UntitledS.ipynb - C...

‘Welcome username : kumar
Both Logging & Iris Watermark Authentication Successfull

O Type here to search g

In above screen | got message as welcome saying authentication successful and in below screen |
will enter wrong watermark message
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@ ANovel Graphical Password Aut X 4+ v - X

€ > C WA ® 127.001:8000/Login.html - 2 % O 08 9

IEEE Xplore Search... ¢ UntitledS.ipynb - C.. [I}

Username
Password

Upload Iris Choose File | 2.bmp

Watermark Mz [wrong message

@ ANovel Graphical Password Aut X~ =+ v = X

& > C VA ® 127.0.0.1:8000/UserLogin o 2 % @ 208 9

IEEE Xplore Search... €3 UntitledSipynb - C..

User Login Screen

Watermark Authentication Failed
Username aaa
Password [E——
Upload Iris No file chosen
Watermark Mz [

O Type here to search

In above screen we can see watermark authentication failed and similarly if u give wrong username
or password then you will get message as ‘invalid login’

Similarly, you can upload iris, signup, login and test application
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6. CONCLUSION AND FUTURE WORK
CONCLUSION

The implementation of a novel graphical password authentication scheme with improved
usability represents a significant advancement in the field of authentication systems. Through this
scheme, users can enjoy enhanced security without sacrificing convenience or ease of use. The
scheme's usability improvements address common user frustrations with traditional password-based
systems, such as the difficulty of remembering complex passwords or the vulnerability of text-based

passwords to various attacks.
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